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Vulnerability assessments are a crucial

part of IT risk management lifecycles. It

helps in protecting systems and data from

unauthorized access and breaches.

In ServiceNow, application scanners like

SonarQube or Veracode generates PDF

reports. PMOs will have to look into

issues in the PDF file and then create

work Items. This could be a bug or an

issue, and this is then assigned to a

developers. In every sprint, developers

will push the code to pipeline and for all

these sprints PMO or Delivery Manager

needs to get this fixed

Work Items are manually assigned by

PMOs sometime much later as the data of

the source code owner is with DevOps

systems and not the Application Scanner.

Introduction
As millions of PMOs will testify, this impacts

the delivery timeline more often than not.

KVID360 is a FREE app, now available in

ServiceNow store, that provides an

integrated Dashboard to manage your

projects efficiently.

KVID360 is essentially developed to reduce

the manual effort in creating and managing

work items and associated developers,

reduce sprint time, and enable faster go-

live.



Application Scanners on ServiceNow platform usually

provide a PDF report. SonarQube or Veracode inspecting

code quality to perform automatic reviews to detect bugs,

code smells, and security vulnerabilities, generates a pdf

report for review. The Project Management Office will

then look into issues and understand it, create work

Items which could be bugs or issues, then gets assigned

to developers. In every sprint, developers push the code

to pipeline and for all these sprints, the Project or

Delivery Managers need to get it fixed.

This process is lengthy and tedious as a lot of manual

effort is involved in creating and managing work items.

These work items are manually assigned by the PMO to

respective developers to have it fixed. This usually has

dependencies between DevOps systems and Application

Scanners.

The Business Case

The Market need
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As delivery leaders want to bring single views to understand the challenges in the different

projects, the need to automate Vulnerability Assessment Reports into work items in Azure

DevOps and the ability to provide a single view of the project status including the security

assessments has been the need of the hour.

Better Governance to reduce project delays and ensuring all vulnerability fixes recommended by

the tools are actioned in the present version of the code was also a key requirement that we

found in the market
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There are different application scanners that scan and report issues to the Project Managers.

These tools do not provide a statistical report on the number of vulnerable items that are created

and the risk levels involved.

Project managers often fined it difficult to know the status of the vulnerabilities as the Agile model

requires continuous deployment of application. To ensure they are on top of all of these issues,

Project Managers now need to manually create work items / tickets. These tickets are them

assigned to corresponding code owners or developers and have them fixed and tracked. This

inevitably impacts the delivery time of the project.

Combating the current business 
problems. 

In order to bridge this gap and reduce manual effort, a few things have to be achieved.

1. Integration of Application Code Scanners, Service Now and DevOps.

2. Automatic creation of Vulnerable Items in Service Now and Work Items in DevOps

3. Automatic status change when there is code fix in the application

4. Up to date status on open and closed vulnerabilities

5. Customized reports for easy tracking of ageing vulnerable items.

Considering the scope.
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Development team makes changes to source code

and commit that into Azure repos. Then push that into

the source code scanner. This scans the code and

reports vulnerabilities or threats into ServiceNow’s

Rest API.

A ticket needs to get created here in ServiceNow

vulnerability module. A work item will also have to be

created for the vulnerability ticket in Azure Devops.

Work item state can be changed based on each scan.

Then display detailed reports and comprehensive

Dashboard in ServiceNow.

SERVICENOW INTERGRATION 
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KVID360 provides an integration of the Application Scanners, either Sonarqube or Veracode on

Service Now and Azure DevOps. When a vulnerability or threat is identified by the scanner,

KVID360 will automatically fetch the issues list from the code scanner application and create

work items in ServiceNow against each vulnerability issue.

It also creates a work item in Azure DevOps automatically with all the necessary inputs, to allow

the developers to fix them. Any resolution provided for a vulnerability item, will then be created as

a knowledge base article. Any similar issues will be identified and the KB article will be provided

to the developers for future reference.

This also provides statistical reports helping Project Managers to track the number and risk level

status of vulnerabilities that are raised and closed based on risk score and its ageing in real-time.

The Vulnerability Integration 
Dashboard
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Significant 
difference in 
your ROI
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““Developers dislike clerical work such as 
reporting status on their work items. 
Project Managers dislike not knowing 
the status of developer’s work. QA 
people dislike passing a program 
without vulnerability assessment. 

Code Vulnerability scans such as 
SonarQube are notorious for reporting 
false positives and duplicates that 
developers had to painfully filter 
through. Enter KVID360... We have 
automated communications between 
SonarQube Scans, Azure DevOps and 
ServiceNow saving a lot of time for 
everyone involved. We believe this 
solution would put a smile on QAs, Devs 
and Project Managers”

Babu Krishnasamy, 

CEO, KANINI

KVID360 increases the PMO

productivity by 15-20%, by reducing the

time spent in gathering the

vulnerabilities report and assigning and

monitoring them to completion.

And the single view Dashboard allows

much better governance for

organizations that have multiple

projects to track and deliver on time

every time.
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Using
KVID360
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CLICK TO DOWNLOAD THE APP

REQUIREMENTS:

• SonarQube

• ServiceNow (New York/Orlando)

• Azure DevOps

VULNERABILITY RESPONSE

Update On-Demand vulnerability response

as below.

Navigate Vulnerability response > 

Administration > On-Demand Update

Select the year 2019 and click Import.

https://store.servicenow.com/sn_appstore_store.do#!/store/application/b3aece1edbda5850c391ec51ca9619e3/1.0.0?referer=%2Fstore%2Fsearch%3Flistingtype%3Dallintegrations%25253Bancillary_app%25253Bcertified_apps%25253Bcontent%25253Bindustry_solution%25253Boem%25253Butility%26q%3Dkvid360&sl=sh

